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Cyber Security Starts with Password Management

Solving the Password Problem

The experts agree, passwords are here to stay. Despite emerging security technologies
like biometrics, passwords persist as the most used tool for access to enterprise and
cloud resources. That doesn’t mean passwords aren’t challenging to manage or an
inconvenience for users. That's why single-sign-on (SS0) technology continues to
gain acceptance as a crucial part of enterprise security.
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The Ongoing Need for SSO

The average user has more than 100 passwords
Ponemon Institute research shows:
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Employess use a browser-based password manager

Ermployees rely on memory Lo save passwaids
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Employees wiite passwords in a natebook of on sticky notes.
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Employess wam passwordless login
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Employeeswant a hardware token of key for better security

By the end of 2021, the SS0 market should reach

$1,599.8 million ($1.6 billion) at a CAGR of 13.6%

Analyst Research Shows Value of SSO
for Password Management
Forrester says 25% to 40% of help desk calls are for password issues
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SSO Improves Security &

S50 is more secure due to encryplion = passwonds are never exposed. Consider
the pratection from data breaches:

n Global cost of data breaches in 2021 s $6 trillion (up from $3 trillion in 2015)

ﬂ Cost of average data breach up 12% in last 5 years to £2.86 million in 2020

© 20% increase in corporate data breaches with work from home

'ﬂ 24% of data breaches led o unexpected expenses

ﬂ 18% of companies say security is not a priority for employees

ﬂ 28% say employees use personal devices which create new attack oppovtunities
) Remote work has increased the cost of a data breach by $137.000

About Avatier SSO
and Password Management
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Avatier's Identity Anywhere Password
Management givies sell-sendce controd over
password resels, synchionizalion, and

ESbralicn via web bowsod, mobile devioos,

Avatiers S50 offers a portable, scalable, and
secure single sign-on solution that can run
anywhene: on any clowd, on-premise, privale
instance hosted by Avatier. Avatier S50
leverages existing groups and wusers in yow
native directory Lo delegate web application
access. To learn move about Avatier S50,
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inCreases secunity and employee productivity

s reducing Help Desk and IT costs, To leann
e abaut Avatier Password Manageomient,
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